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1.0  Introduction 

In today's digital world, children are exposed to technology far 

earlier than usual.  Its sometimes degenerates with its addictive 

influence as they become experts in the use of mobile phones, 

tablets, computers etc. [1]. Parents are critically concerned about 

their children’s online activities. Parents are worried about how the 

use of mobile applications and the internet can adversely affect their 

children. Children’s  access to the internet via mobile phones, 

surfing the net, chatting, and exploring the cyber world, and they are 

inherently curious, active, and lack of safety knowledge and safety 

awareness necessary. In a complex urban environment like the 

internet, it has become an important problem to meet the 

requirements of children's security monitoring. Children’s lives are 

progressively joined with digital friends, settings, and daily 

occurrences.  

A survey conducted by Global System for Mobile 

Communications Association (GSMA) reported that 69% of 

children use mobile phones [2]. In a 2019 survey of 1135 parents, 

Sellcell revealed 42% of United State kids spend 30 plus hours a 

week on their mobile phones [3]. Also, that phones are often used as 

“Guilty pleasure time” as 4 in 10 parents grant children phone 

privileges so they themselves can enjoy some peace and quiet [3]. 

The internet is a brilliant instructive tool that youngsters are 

increasingly expected to use to help their learning. However, the 

online world does have a dark side. The internet is a big city with no 

police, and it's a scary place to let children loose and unsupervised. 

They are helpless against various dangers through utilizing smart 

devices. Children can be exposed to improper content for their age, 

including contacts with potential culprits of sexual abuse [4, 5]. The 

Internet is becoming an increasingly dangerous place for children 

and teenagers whose online profiles attract aggressive sexual 

predators [6]. The contemporary sporadic rise in sexual predators, 

stalking children on the internet, taking advantage of their innocence 

and lack of adult supervision to manipulate them calls for media 

content restrictions. Terrorists over time have preyed on young ones 

and manipulated them to carry out terrible acts via the internet. 

Monitoring children’s internet use is an effective way to ensure their 

safety online in the 21st century [7]. 

According to Eluwole et al. [8], “In as much as technological 

advancement increases with the use of the Internet bring smiles to 

the faces of billions inhabiting the world, we must neither 

underestimate nor neglect the impacts and challenges associated 

with them.”  Reports and various articles have talked about the 

continuous and rapid growth of the use of the Internet in developing 

countries of the world, critics like Keen [9] warned that, “The 

consequences of Internet and internet revolution are much more 

profound; the Internet and majority of its social platforms are 

revolutionizing our cultural habits, our ways of entertaining 
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ABSTRACT 

The internet has become an integral part of the world today. It has become a major 

platform for communication and a source of information. On the other hand, it has 

proven to pose a significant number of threats to users more so children. Cyberbullying, 

inappropriate content access, and potential culprits of sexual abuse are a few threats 

children are vulnerable to while surfing the internet, chatting, and exploring the cyber 

world without adult supervision. Hence, the need for parental control measures and tools 

to help safeguard children online strongly exists. In this work, parental monitoring 

software was designed, implemented, and test-ran using the android studio as an 

integrated development environment (IDE) and firebase as a database. The findings of 

this work showed that children’s activities on the internet can be monitored for their 

safety. The application can also help parents track their children’s location in case of an 

emergency like kidnapping. 
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ourselves, and our ways of defining who we are; thus, requires a 

holistic approach to eliminate most of its adverse effects if at all it 

should be accorded any kind of credibility”.   

This research proposes designed and developed a parental 

control mobile application that consists of two modules, the 

monitoring, and the Detection modules. The monitoring module 

monitors the users’ social media applications, browsers, search 

history etc. The Detection module is further divided into four sub-

modules, the Notification module, Sound module, Sensor module, 

and Spy module. The Notification module is activated by pressing 

the SOS key and the Sound module is activated by voice command. 

Both modules can send the current location of the user by sending 

an SMS to some selected contact numbers. In the Voice module, the 

audio voice can be recorded for 15 seconds and saved in phone 

storage or cloud. The Sensor module uses accelerometer and 

compass sensors. During unwanted circumstances, the 

accelerometer sensor is activated by shaking the phone three times 

and the compass sensor is activated by the movement of the user. 

The specific objectives of this study include the design of a parental 

guidance mobile application that will monitor the child's 

smartphone usage information such as the most used application, the 

child's application access history, total internet usage, and the total 

duration of the child's smartphone usage on that day. The application 

will also that will help parents to determine the use of applications 

that will be limited as well as the maximum duration of use of these 

applications and, to monitor the child's current location based on the 

GPS location of the child's smartphone. 

 

2.0 Literature Review 

Andrews et al. [10] opined that children’s online safety has 

gradually become a global issue. Children’s online safety has 

attained international attention to address it.  Andrews et al. [10] 

aimed to review children safety online, in addition to establishing 

existing international efforts to minimize online risks. It was 

realized that the ecosystem of this issue involves different 

stakeholders such as online users being connected, service 

providers, social media sites, physical networks, tools, and 

technology. The researchers concluded that understanding the 

behavior of the online ecosystem and coping after facing risks are 

crucial to addressing children’s online risks. 

AlShabibi and Al-Suqri [11] suggested the need for a 

universally accepted definition of the cyber ecosystem to establish 

liability law. In his research paper, he reviewed the efforts to preside 

over children in cyberspace.  

Ghosh et al. [12] aimed to establish a balance between teenage 

privacy as well as children safety online. The researchers designed 

and developed an Android app (Circle of Trust) on the premise that 

traditional applications safe guarded children only through parental 

restrictions which they termed as privacy invasive. The application 

was tested via a mixed methods user study. The results obtained 

results revealed parents and children who valued privacy, trust, 

freedom, and balance of power preferred the developed app over 

traditional apps. On the other hand, others who valued transparency 

and control preferred the status quo. The researchers concluded that 

the developed app was more suited for teens than younger children.  

Charalambous et al. [3] designed and implemented a user-

centric Family Advice Suite with Guardian Avatars to strike a 

balance between parental control and adolescent’s privacy 

preservation. In their work they presented a systematic process to 

assist in the design and development of state-of-the-art techniques 

to protect minors' exposure to various online threats. 

Sundararajan [13] proposed a "Kid Safety Wearable Device". 

This undertaking depicts the idea of a brilliant wearable gadget for 

little children. The reason for this gadget is to enable guardians to 

find their kids easily. Wi-Fi and Bluetooth seem, by all accounts, to 

be a problematic medium of report between the parent and kid. 

Consequently, the focal point of this paper is to have an SMS content 

empowered correspondence medium between the youngsters' 

wearable and the parent as the receiver for GSM portable 

correspondence. When Child pressed the catch button an SMS is 

sent to the Parent gadget. 

Thenisha et al. [14] designed and implemented an android 

application that tracks the activities of kids online. The proposed 

system “kids’ tracker” included an Android application on the 

parent’s smartphone. Kids’ tracker was shown a really decent 

performance with many unique features compared to other existing 

solutions. 

 
3.0  Design of the Proposed System 

This section involves the analysis of the proposed system and 

the methodology used in achieving a parental monitoring system, 

which involves the integration of the Global Positioning System 

(GPS), monitoring call logs, Keywords, browser histories, Short 

Message Service (SMS), and installed applications. The parental 

monitoring application is designed so that parents can get real time 

location history, SMS’s, call logs, browser history and applications 

installed on the android.   The system operational design is 

categorized into the client side and server side. As shown in the 

Figure 1 below the client side is divided into the parent and child 

devices. Information from the child’s device is fed into the database 

server through the internet in real time. The parent can then access 

this information from the server. 
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Fig. 2: The Architectural Layout of the Application. 

 

3.1 Software Requirement.  

The software requirements give the description of the 

developed software system, the use-case diagram, flowchart, and 

pseudocode that describe user interactions that the software must 

provide. The software requirement for the proposed system are as 

follows: 

1. IDE: Android Studio 

2. My SQL 

3. PHP 

4. Default Mobile Browser 

5. Android Operating System version 4.0 and above 

6. Language: Kotlin, XML 

7. Database: Cloud Firebase. 

 

3.2 Hardware Requirement.  

  Hardware requirement are those physical components used 

efficiently with the software component. The hardware requirement 

for the proposed system are as follows: 

1.  Android Phone version 4.0 and above 

2.  GPS integrated into mobile phone 

3.  DELL Latitude 7480 Intel Core I5 (16 GB, 256 GB Solid 

State Drive) 

The design implementation of the proposed system will be done 

using the following: 

1. The Server (MySQL server) 

2. The Clients (Two (2) front end interfaces) 

From the client side, the two front end interfaces are also known as 

the parent side (interface) and the child side (interface). 

 

3.3 Server-Side Design.  

  As shown in the Figure 2 the server-side processes requests, 

sent from the client-side application and remote android device 

application. The server-side stores command to the mobile 

application. The Android device sends ping requests to the database 

to check for new commands. If there is, the server-side responds to 

the command to the Android side. Execution of the command takes 

place at the server-side, and the results are provided to the database 

and stored there. Access to the server-side is confirmed with 

authentication. The functionalities implemented in the proposed 

system are access to call logs, default browse history, installed 

applications, retrieval of Short Media Messages (SMS), and locating 

of the mobile phone. 

The server-side scripting language used is PHP and the server-

side database is My SQL. PHP is used in the development of 

application interface between the server and the client and another 

application interface between server and the application to display 

the output on the parent interface. 

 
Fig. 2: The Structural architecture of the server side. 

 

3.4 The Client Side Design.  

Client-Side is visible to the end user, and the end user interact 

with the client-side by sending commands and receiving the 

responses obtained from the execution of the commands. The 

android application is found on the client side as shown in Figure 3. 

The android application opens with a child monitor and parent 

control page. The whole control structure of the android application 

and functionalities is coded using Kotlin as the native language 

because of its requirement of few codes and easy debugging. 

 

3.5  Monitored Side Design (The Child’s side).  

On the child monitor page, a unique child ID is always 

generated, which can be used as the tracking/monitoring ID. When 

installed, it runs stealthily on the child’s android device and the 

activity icon of the android application is removed, the removal 

being done during coding which is meant to display the GUI 

(Graphical User Interface). With the absence of the icon, the 

software will only run as a background process. The registration 

parameters seen on the child monitor page are presented below: 

1. The child’s name 

2. Parent phone number  

3. The parent e-mail address 

4. The location interval, measured in minutes. 
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5. Key words parameters: setting key words with 

 separated coma (sex, suicide, love, kill, pornography, 

 terrorism and so on) 

6. Click on submit button to register the child. 

 

3.6  Procedural design for the Monitor (Child Side).  

The steps involved in the monitor design include 

Step 1: Download Application 

Step 2: Install the Application 

Step 3: Launch the Application 

Step 4: Click on Child Monitor 

Step 5: Fill the child’s name and other information 

Step 6: Click Submit 

Step 7: Wait for Child monitoring ID and copy it 

Step 8: Copy Child ID down and click ok 

 

3.7  Monitoring Side Design (The Parent side).  

Parent control page, registration parameters are filled and 

submitted, in other to have access to the login page. The parent or 

guardian who have already registered can directly enter the home 

page of the android application by logging in. Once logged in, they 

are directed to the home page consisting of different buttons, 

representing the appropriate commands to be performed in the 

Android phone. Results are fetched from the database. Parents or 

guardians can add more tracking child’s ID and be connected to the 

server simultaneously. The registration parameters seen on the 

parental control page are presented below 

1. Child’s ID: Inputting the unique generated child’s ID 

2. Username: username of the parent or guardian 

3. Password 

4. Password confirmation and 

5. Click on submit button to register as the parent 

 

3.8  Monitoring Side Design (The Parent Side).  

The Monitoring side design involved the following steps: 

1. Step 1: Download Application 

2. Step 2: Install the Application 

3. Step 3: Launch the Application 

4. Step 4: Click Parent Monitor on parent’s phone 

5. Step 5: Fill new Child ID and other information 

6. Step 6: Click Submit and Wait for child ID verification 

7. Step 7: On successful verification, fill in Username and 

Password 

8. Step 8: Click the buttons to view child’s record 

 
Fig. 3: How the parental monitoring takes place. 

 

Figure 4 shows the entire system flow chat. The system is 

initialized at installation after which it searches for the monitoring 

parameters on the child’s phone, and any data from the parameters 

obtained is verified and then send to the database on through the 

internet. 

 
Fig. 4: The system Flow Chart 

 

3.9  Functional Requirements 

The system functional requirements include 

1. Graphical interface for user. 

2. Used Firebase as an online database and also for real-time 

 database which continually updates the location. 



 

  

TARABA JOURNAL OF ENGINEERING AND TECHNOLOGY 

(TAJET), FACULTY OF ENGINEERING, TARABA STATE 

UNIVERSITY, JALINGO. WWW.TAJET.COM.NG. ISSN: PRINT- 

2636 7386;E-2659 1278 

140 

 

Bonchak and Noku, Development of Mobile Application for Parental Guidance and 

Security, TAJET 2(2), August 2022: 136-142 

 

 

4.0  System Implementation and Testing 

The software testing of the application involves testing the 

different interface of the application. These are the parent control 

side, the child monitoring side, adding more child’s ID, changing 

password, and setting a default child ID. 

 

4.1  Parent Control Page, Registration Parent Page and Parental 

Monitoring Parameters User Interface.  

Figure 5 shows the Parent Control Page consist of four (4) pages 

including: Parent Control Page, Registration Parent Page, Login 

Parent Page, Parental Monitoring Parameters. The Child ID is the 

generated unique tracking ID used for monitoring a particular 

registered child on the server. This is done at the Child Monitoring 

Page. The Username and the Password are the username and 

password set by the parent. Also, the Monitoring Parameters that 

will be retrieved from the server are based on the sent information 

from the Child Monitoring Side. 

 

    

 
Fig. 5. Parent Control Page, Registration Parent  

Page and Parental Monitoring Parameters. 

 

4.2  Child Installed Apps, Child Location Address and 

 Child Location on Google Map User Interface. 

Figure 6 shows the installed application on the child’s mobile 

phone. The identity of the android child guide (name of the 

application) will not show as an installed application on the child’s 

phone for security and privacy purpose. This is to avoid a case where 

the child can easily uninstall the application to avoid monitoring. 

This characteristic makes it a unique application compared to others 

where the child can deactivate and activate the monitoring 

application at will. 

 

  

  
Fig. 6. Child Installed Apps, Child Location Address  

and Child Location on Google Map User Interface. 

 

4.3  Word Monitor, Word Monitor from SMS Text and 

 Browser Histories 

Figure 7 shows the known as the key words. The Key words are 

the fill in set words as registered by the parent or the guardian on the 

Child Registration Page. The Browser Histories are obtained from 

the default browser on the child’s phone. Default browser like 

chrome browser found as default on mobile phones and any other 

browser build on chrome design. The Browser Histories give an 

information on the site visited on the child’s phone. 
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Fig. 7. Word Monitor, Word Monitor from  

SMS Text and Browser Histories. 

 

4.4  Call Logs, Key Stroke Logs Child Monitor Page 

The Call Logs retrieved from Child’s phone are the in-coming 

calls, out-going calls, and dialed numbers as shown in figure 8. The 

Call Logs give an information on whether the number is on the 

child’s contact or not, by displaying the name on from the child’s 

contact or by displaying just the number. The Key Stroke Logs 

captures the SMS text found on the child’s phone and also the search 

histories on the default browser. Displaying the date and the time of 

the SMS text and also the search history. The Child Monitor Page 

consist of two (2) pages, which are the Child Monitor Page and the 

Child registration page. 

 

      

   
Fig. 8. Call Logs on Child’s Phone, Key Stroke  

Logs and Child Monitor Page. 

 

4.5  Child Registration page 

Figure 9 shows the Child’s Registration page, a unique tracking 

ID is always generated for every registered child. The location 

interval is implemented in minutes, it sends the child’s longitude and 

latitude address to the server. With the help of Google map, these 

addresses will be retrieved by the parental monitoring side to give 

the exact location of the child. The Key words are the fill in set 

words as registered by the parent or the guardian. 

 

 
Fig. 9. Child Registration Page 

 
Conclusion and Recommendation 

In this paper, a system for parental monitoring designed, 

implemented and tested, thereby keeping track of children’s online 

activities, which calls do the children make/receive, the child’s 
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location, browser history, and SMS received/sent. Although the 

mobile application was designed for parental monitoring, it can also 

be used as a spying tool if well configured on the victim’s mobile 

device. Future related works would focus on how messages from 

third party applications such as WhatsApp, Facebook messenger 

and other social media apps can be monitored by the parents. Also, 

it is strongly recommend that this application is used with caution in 

order not infringe on the child’s privacy rights. 
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